Vision for competitive cloud markets and
digital strategic Autonomy

EUCLIDIA, 29 September 2022

Pierre Chastanet
Head of Unit — ‘Cloud & Software’
DG CONNECT, European Commission



Market vulnerabilities and strategic

dependencies

Globally

Cloud Provider Market Share Trend
(laaS. PaaS, Hosted Private Cloud)
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European Cloud Revenues (EUR billion)

In Europe
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European Cloud Provider Share of Local Market
(laaS, PaaS, Hosted Private Cloud)
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A new paradigm for EU action on cloud and
edge: high ambition & coordinated approach

SKILLS

GOVERNMENT ~' ST INFRASTRUCTURES

BUSINESS

Feb. 2020 May 2020 Oct. 2020 March 2021 May 2021
European Recovery and Member Digital Decade Updated_EU
Strategy for Data Resilience States Strategy sets Industrial
aims to build a Facility Declaration for targets on edge strategy
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data EU Flagship 2030 strategic

“Scale-up” dependencies
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A single market for data to ensure Europe’s global
competitiveness and data sovereignty

Data volume will grow  Data processing will change

Cloud and edge technologies are

2018 : T
g becoming a critical infrastructure
33 < | == i and constitute a priority area for
S 4 A [, 2T .
zettabytes S o-elo investment and reforms by the EU
A B i :
5 > and its Member States for the
e \_ O3 0% 20% coming years...
Centralised computing Smart connected
Stored on 512 GB tablets, it would facilities objects

form a tower that reaches the moon.

;;“; B €4-6 billion to be
zettabytes o Invested In total

5x .-

In common European data spaces
and a European federation of cloud
Infrastructure and services

20% 80%

Centralised computing Smart connected
facilities objects

Enough to make the journey
to the moon and back five times.




Our vision: Digital Decade objectives by 2030

EDGE  CLOUD
Typical distance <1km 1-100 km 100-1000 km = >1000 km
Average latency 1ms 2-5ms 10-20ms : >20ms
2030
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The EU Data policy framework

EU legal fundament > GDPR (2016) + Free Flow of Non-Personal Data Regulation (2018):

you can store and process your data wherever you want in the EU.

Vendor lock-in Data Act (2022)

Abuse of market power Digital Markets Act (2022)

Alliance for Industrial Data, Edge
and Cloud (2021), Marketplace

Insufficient EU capacities

Governance/contractual issues EU Cloud Rulebook (2022)

Data Act/Cyber Certification
(2022)

Risk of unlawful access to data




| Cloud, Common European Data Spaces and Al
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sector
* Driven by stakeholders * Sectoral data governance (contracts, licenses,
* Rich pool of data of varying degree of openness access rights, usage rights)
* Technical tools for data pooling and sharing

Marketplace for Cloud to Edge based Services Cloud services meeting high requirements for data
protection, security, portability, interoperability, energy efficiency

Federation of Cloud & HPC Infrastructure & Services
Cloud stack management and multi-cloud / hybrid cloud, cloud governance

T -
e SaaS (Software as a Service)
: Software, ERP, CRM, data analytics _ Al on demand platform
] oYy Edge High-
|

Infrastructure PaaS (PIatforms_ ‘."‘S a_SerV|ce) Performance
Smart Interoperability Middleware

& Services : Computing
laaS (Infrastructure as a Service)

Servers, computing, OS, storage, network

Al Testing and
Experimentation Facilities




European Alliance of Industrial Data and Edge

‘ EUROPEAN ALLIANCE
@ _,?
Key IESS Q{\ )@ FOR INDUSTRIAL DATA,
i R % EDGE AND CLOUD  srereeseenny
bringing relevant actors together to prepare and :
update horizontal and technology specific
investment roadmaps on cloud and edge Member
P ° P Edge-cloud Defence & States
providing recommendations to ensure the coherent continuum Aeronautics Cooperation

integration of investments with those foreseen for
the deployment of common European data spaces in

Industry technology and investment WGs
relevant areas

39

advising the Commission on requirements and S industrial ... Member |\ ..i
standards for cloud services, including for public = members, States
procurement. continuous
open process

European industrial
technology roadmap For
the next generation
cloud-eadge offering
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Study on the Economic Impact of Oper
Source In the EU economy september 2021)

« Confirmation of big impact: EU companies invested over e Platfonm
€1bn in OSS

* Cost Benefit ratio above 1:4

Impact between €65 and €95bn

Positive correlation with GDP and confirmation of causality !

Open Source - Public good

EU policies required.

* Case studies confirm TCO reduction,
avoid vendor lock-in and increase
digital autonomy.

- Digital Autonomy
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Open Source In the European Commission
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Think Open

Communication (2020)

https://ec.europa.eu/info/sites/default/files/en_ec _open source strateqy 2020-2023.pdf

A working culture based on the
principles of open source

Decision (2021)

https://ec.europa.eu/transparency/documents-register/detail?ref=C(2021)8759&lang=en

Commission services may make its
software available for reuse,
under an open source licence.

- European
Commission


https://ec.europa.eu/info/sites/default/files/en_ec_open_source_strategy_2020-2023.pdf
https://ec.europa.eu/transparency/documents-register/detail?ref=C(2021)8759&lang=en

Open Source

Programme Office v - @@

Support 0SS Promote
open source

Implement the action plan in the open

Provide support and guidance to open

source projects @
upiﬁssiill‘l:coeutsoeols

Represent Commission in open source
events and establish connections with i e o
Community

other organisations @ @

source strategy Governance open source
Promote open source practices within (s @ @
Commission o
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THE NEXT EU RESEARCH & INNOVATION
PROGRAMME (2021 ~2027)
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Key investment in Cloud-Edge in EU programmes
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CEF2 — Edge-Cloud continuum, Roadmap

:r!%: =» Density Edge > Ngtwork ?_T_? =» Interconnectivity
" and Cloud Services —— for EU Edge & Cloud
deployments @Edge

2021-2023
5G corridors deployment, 5G deployment including
when appropriate Edge
5G for smart communities, 5G networks deployed

Connecting with a cloud-to-edge middleware stack (from DEP)
Europe

Fadiln 2, Backbone networks for pan-European cloud
Digital federations, development and deployment of cross-
CEF border and national cloud infrastructure
Interconnections at both the physical and functional
Deployment levels
@Of Digital Inteqgration of 5G with edge computing and
federated cloud facilities

Infrastructures

CEF homepage: CEF Digital | Shaping Europe’s digital future (europa.eu)

CEF workprogramme: Multiannual work programme for 2021-2025 - Connecting Europe Facility - Digital
CEF Cloud Call: Funding & tenders (europa.eu)



https://digital-strategy.ec.europa.eu/en/activities/cef-digital
https://digital-strategy.ec.europa.eu/en/multiannual-work-programme-2021-2025-connecting-europe-facility-digital
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/cef-dig-2021-cloud-fed-works;callCode=null;freeTextSearchKeyword=CEF-DIG-2021;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=null;programCcm2Id=null;programDivisionCode=null;focusAreaCode=null;destination=null;mission=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState

Digital Europe, Smart Middleware

— Smart middleware for a European cloud
= doum federation and for the European data spaces
N B I\
Full Stack, across Edge Baseline for EU Data management and Multi-cloud
and Cloud common data spaces advanced data services orchestration
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European Cloud Security Certification Scheme

&

« ENISA is currently drafting a draft European Cloud Security Certification

Scheme

« Adoption by means of EC Implementing Act (expected 2022)

 Legal basis: EU Cybersecurity Act (2017)
* Preparatory work conducted by the CSPCERT Industry WG

* 3 levels of security assurance X x
x *
» Basic % .
 Substantial x e'!’sa -

THE EU
> ¢ %  CYBERSECURITY

o H|gh * x AGENCY - European
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